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Abstract
The multi-stakeholder model of global Internet governance has emerged as the dominant 
approach to navigating the complex set of interests, agendas and implications of our increasing 
dependence on this technology. Protecting this model of global governance in this context has 
been referred to by the US and EU as ‘essential’ to the future of the Internet. Bringing together 
actors from the private sector, the public sector and also civil society, multi-stakeholder Internet 
governance is not only regarded by many as the best way to organise around this particular issue, 
it is also held up as a potential template for the management of other ‘post-state’ issues. However, 
as a consequence of its normative aspirations to representation and power sharing, the multi-
stakeholder approach to global Internet governance has received little critical attention. This 
paper examines the issues of legitimacy and accountability with regard to the ‘rule-makers’ and 
‘rule-takers’ in this model and finds that it can also function as a mechanism for the reinforcement 
of existing power dynamics.
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Introduction

The emergence of a global computer network and the intensification of our reliance upon 
it has been the source of some fascinating political challenges over the past two and a half 
decades. The Internet prompts debate about the relative merit of standards versus rules, of 
pluralism versus solidarism, of security versus privacy. And perhaps most significantly, it 
prompts debate about the value of these (and other) binaries and the necessity of thinking 
creatively about how to approach large technological shifts like the Information Age.
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One of the key areas of debate has been the governance of the Internet. All computer 
networks require some level of administration but the distributed nature of the Internet 
and its deeply political, economic and cultural implications mean that coordination and 
negotiation in this context is contentious and the site of considerable power struggles. 
Over the past decade, multi-stakeholderism has become almost synonymous with global 
Internet governance. In March 2014, Australian Communications Minister, Malcolm 
Turnbull issued a statement declaring that Australia supported ‘an open Internet which is 
administered by multi-stakeholder organisations like ICANN and NOT [sic] by govern-
ments’ in either a multi-lateral or supra-national form.1 In June 2014, Fadi Chehadé, head 
of the Internet Corporation for Assigned Names and Numbers (ICANN) declared that the 
50th ICANN meeting in London was a milestone meeting due to ‘the remarkable affir-
mations of the multi-stakeholder model’.2 In a hearing on proposed Internet regulation, 
US Congressman Greg Walden argued that ‘weakening the multi-stakeholder model 
threatens the Internet, harming its ability to spread prosperity and freedom’.3 Not only is 
the multi-stakeholder model widely regarded as the best approach to governance of the 
Internet, some also regard it as offering a model for the renovation of global governance 
more generally.4

Somewhat surprisingly, multi-stakeholder Internet governance has not benefited from 
as much critical analysis as its relative weight might suggest it would.5 Discussed pre-
dominantly within the Internet community, it has taken on a strong normative component 
in a similar way to that in which terms like ‘democracy promotion’ and ‘Internet freedom’ 
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have.6 That is, the attractive qualities understood to be embedded within these concepts, 
can serve as a kind of prophylactic to the scrutiny that is so essential to thinking through 
emerging issues and challenges. In some ways, the discursive power of these concepts is 
as significant and as interesting as the power that is generated through the actual functions 
and practices they refer to. Padovani and Pavan suggest that the lack of diversity in debates 
about Internet governance signal the potential for multi-stakeholderism to become ‘a rhe-
torical exercise aimed at neutralising criticism’ rather than a truly unique and participatory 
mechanism for governing a global resource.7

This article offers one contribution to what should be a much broader analysis by 
looking at the power dynamics of multi-stakeholder Internet governance. The paper 
argues that contrary to one of the key claims about it, multi-stakeholder Internet govern-
ance serves largely to reinforce existing power relations rather than disrupt them. 
Specifically, the multi-stakeholder model in Internet governance privileges the interests 
of those actors that were instrumental in establishing it – the US government and those 
whose interests align with a US agenda. Of the three ‘stakeholders’ defined in the litera-
ture, civil society remains relatively disempowered although it plays an important legiti-
mising role for the other stakeholders, the private sector is dominated by US multinationals 
which serve in many ways to aggregate US power, and governments show no significant 
signs of relinquishing their conventional hold on sovereign power.

This analysis is situated within a Gramscian approach to hegemonic power that 
focuses on controlling narratives, setting the agenda and defining the terms of reference 
in order to minimise (or delegitimise) dissent. Gramsci’s ideas about power are important 
here because they are based on what Marianne Franklin has termed ‘manufacturing con-
sensus’ rather than coercion. 8 ‘Rule makers’ and ‘rule takers’ in global Internet govern-
ance are bound together by a shared understanding of a particular political ideology and 
set of normative claims about what the Internet ‘should’ be. By promoting a certain 
governance model as most compatible with widely resonant norms like ‘freedom’, ‘pri-
vacy’, ‘democracy’, ‘equality’ and ‘political self-determination’, opposition to multi-
stakeholderism becomes synonymous with opposition to those norms and leaves little 
room for alternative views.

In exploring the power dynamics of multi-stakeholder Internet governance this article 
widens the lens that is generally applied to this issue. Although there is quite a lot of litera-
ture on multi-stakeholder Internet governance, much of it focuses on a set of events, meet-
ings and agreements like the World Summit on the Information Society (WSIS) from the 
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beginning of the 2000s that led to the emergence and establishment of this particular 
conception of how the Internet should be governed.9 Rather than focus on these specific 
events, this paper situates multi-stakeholder Internet governance in the context of broader 
work on global governance and in a political context based on the dominance of liberalism 
in the last quarter of the 20th century. In doing so, it connects multi-stakeholder Internet 
governance to some broader power dynamics that demonstrate more continuity than 
change in terms of ‘rule-makers’ and ‘rule-takers’.

Internet governance is mired in politics, interests and contested legitimacy. This is 
not, as some might argue, because governments have undue involvement. Rather, it is 
because the Internet is a mechanism for the projection of power – soft power through 
cultural and linguistic dominance, hard power through cyber attacks like Stuxnet, intel-
ligence gathering and commercial gain and (the focus of this argument) a Gramscian 
conception of hegemonic power through the ability of those dominant actors to set the 
agenda and the parameters within which global Internet governance can be considered 
and developed. The more we understand about the opportunities and weaknesses of gov-
ernance models for the Internet (or anything else) the better equipped we are to effec-
tively refine and amend those practices, functions and roles that comprise it. Thomas 
Weiss and Rorden Wilkinson argue that a central preoccupation of investigations into 
global governance more broadly should be ‘the myriad ways that power is exercised 
within such a system, how interests are articulated and pursued, the kind of ideas and 
discourses from which power and interests draw substance as well as which help estab-
lish, maintain, and perpetuate the system’.10 This is precisely what this article provides 
in the context of global Internet governance.

Global Governance … of the Internet

Weiss and Wilkinson have described contemporary global governance as ‘a halfway 
house between the international anarchy underlying realist analysis and a world state’. 11 
In the midst of the serious disputes resulting from incidents like Wikileaks, the Prism 
program and allegations of Chinese cyber espionage, it is easy to overlook the extraordi-
nary success of global Internet governance in this ‘halfway house’. A few decades ago, 
the notion that the world would be connected through a global computer network – with 
all of the commercial, legal and political implications that it poses – would have been all 
but inconceivable. Despite continuing challenges, the fact that the Internet works on a 
functional level so very consistently is a significant triumph of global collaboration over 
competition.12 However, tensions over the global governance of the Internet are 
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intensifying as actors have come to recognise the power associated with it and therefore 
it is useful to take a step back from the particular and consider the problem in the context 
of global governance more broadly. Internet governance does have some distinctive fea-
tures but it is a subset of challenges defined by shifts in ‘the character of global problems, 
the nature of actors, and the perceived limitations of international measures to govern the 
planet’.13

Andrew Hurrell’s work on global order in international society identifies three primary 
challenges that he argues have prompted us to rethink existing Westphalian based govern-
ance arrangements; the need to capture shared and common interests, the need to manage 
unequal power, and the necessity of mediating cultural diversity and value conflict.14 This 
articulation of these challenges incorporates the wide range of material and ideational fac-
tors that apply to global Internet governance and make it so difficult to harmonise across 
legal, cultural and political boundaries. In Hurrell’s view, ‘it is the difficulty of finding a 
legitimate form of global politics capable of meeting these three challenges together 
which makes the problem of order a quintessentially political problem’.15 However, very 
often in debates about global Internet governance, the focus is on technical coordination 
which is much easier to agree upon. This is obviously a significant element of Internet 
governance but very often, technical decisions and standards have political implications 
that cannot and should not be ignored. Framing Internet governance as ‘technical’ pro-
vides a discursive mechanism for inoculating the issues from important and inescapable 
political debates.

For those who do acknowledge that Internet governance goes beyond the technical, the 
question of an appropriate model of governance arises. The two alternatives to multi-
stakeholderism that are most widely discussed are multi-lateral governance – very much 
in the pre-globalisation, Westphalian approach to international politics, and supra-national 
governance through a body like the United Nations International Telecommunications 
Union (ITU). Kahler and Lake argue that issues that require coordination rather than col-
laboration are more likely to be seen by states as suitable for networked,16 non-hierarchi-
cal governance arrangements but where interests diverge too significantly, either 
supra-national or hierarchical arrangements are more likely to emerge.17 Significantly, in 
discussing political explanations for choices of various governance models, Kahler and 
Lake also make the point that ‘actors have no intrinsic preference for one or another gov-
ernance structure, but struggle to influence the choice of structure so as to maximize their 
political aims’. 18 They would argue then, that actors prefer a multi-stakeholder model of 
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global Internet governance not primarily for normative reasons (though not necessary 
excluding those altogether) but because they regard that model as most likely to promote 
their own interests – however those may be defined. In their view ‘the conflict over gov-
ernance is largely a conflict over policy, once removed’. 19 With this in mind, the follow-
ing section details the power expectations of the US government during a critical period 
in the development of existing arrangements.

Internet Governance and US National Interest

As is the case with the governance of other large-scale systems like the environment or 
global finance, Internet governance is not a single, unitary function or practice. Rather, it 
is a complex matrix of technical standard setting, resource allocation, legal arrangements 
and the control of access and information online. In part due to this complex mix of  
functions and practices, the actors involved are also diverse and include governments, 
supra-national bodies like the International Telecommunications Union (ITU), the  
private sector owners and operators of services, platforms and infrastructure, an array of 
technical and standard-setting bodies, and civil society groups like non-governmental 
organisations and advocacy groups.20 A complete history of this is beyond the remit of 
this paper but some of the key political factors are outlined below.

The 1980s had seen a shift in Western thinking about the relationship between people, 
their governments and the private sector. Both the Reagan and Thatcher governments 
emphasised ‘small government’, the privatisation of public infrastructure and faith in mar-
ket forces to deliver on what was ‘best’ for society.21 Bill Clinton’s initial presidential cam-
paign in 1992 was run on the slogan ‘It’s the economy, stupid’, and his platform was very 
much about supporting the private sector expansion globally in order to shore up American 
power.22 The Cold War was over and the US had emerged triumphant. The Clinton admin-
istration’s strategy (with Al Gore as Vice President) was to focus on new technology rather 
than conventional military technology. They proposed spending the ‘peace dividend’ – that 
money no longer required for maintaining equilibrium with the USSR – on research and 
development specifically intended to promote sustainable growth in the private sector.23

This privileging of the US private sector in Internet governance has significant power 
implications. Without suggesting that the public and private sector in the US have no 
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areas of dispute about Internet governance, Clinton and Gore’s initial vision for the 
Internet as a means of expanding markets to enhance US economic power in a post-cold 
war order suggests that their interests have been broadly harmonised from the beginning. 
Gore made an important observation in a speech to Congress in which he introduced the 
National High Performance Computer Technology Bill. He drew a comparison between 
natural resources which he argued are ‘the natural endowment of nations’ and informa-
tion technology which he regarded as ‘an endowment which can be created wherever 
there is sufficient talent and determination’.24 He regarded information technology then, 
as a resource or a source of power – but one which could be generated through human 
endeavour rather than extracted from nature. The private sector, in this view, has the 
capacity to generate power and this was at the heart of the Clinton/Gore approach to 
Internet governance arrangements from the beginning.

Although the Clinton/Gore administration took considerable initiative to steer Internet 
technology in the direction they felt would be most beneficial for their broader goals of 
economic renewal and global leadership in this emerging technology, their intention was 
always that once established, the private sector would move forward with its own momen-
tum. The privatisation and commercialisation of the Internet in the mid 1990s was a clear 
expression of this strategy. Prior to this, the Internet infrastructure was owned and oper-
ated predominantly by the US government.25 While it was already clear that there was 
considerable commercial potential related to its use, the Acceptable Use Policy (AUP) 
prohibited any commercial data on the network.26 It was restricted instead to research and 
government traffic. The AUP was intended to prompt the private sector to build out the 
infrastructure at its own financial risk – something they would not have the incentive to 
do if permitted to use the existing backbone for commerce. By supporting Internet tech-
nology research and implementation enough to demonstrate its potential but prohibiting 
the commercial use of it, the Clinton/Gore administration successfully shifted the burden 
from the public purse to the private sector.

It was within this same context of the government taking initiative and ‘leading the 
private sector to water’, that Internet governance arrangements began to develop. One of 
the primary focuses in the post-commercialisation phase was the management and con-
stant reconciliation of the domain names and IP address numbers that are essential to the 
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smooth functioning of the Internet. This ‘Domain Name System’ (DNS) had been man-
aged prior to the commercialisation and privatisation of the Internet by an academic at 
Stanford University, Jon Postel. However, the extraordinary growth in requests for new 
domain names and IP addresses in the late 1990s made this untenable and dialogue 
opened up about how to manage what was then regarded as a purely technical function.27 
While there is some debate about how consultative this period was, the significant point 
for this article is that once again, the Clinton/Gore administration saw the private sector 
as the appropriate locus for managing this function. The Internet Corporation for 
Assigned Names and Numbers (ICANN) was established in 1998 as a private, not-for-
profit organisation registered in the state of California and linked by a zero dollar con-
tract to the US Department of Commerce.28

From a technical and functional perspective, ICANN has been an extremely effective 
mechanism for managing the DNS in a period of remarkable growth. There are, however, 
a range of political factors that were not anticipated when it was established in 1998 that 
have led some to challenge ICANN’s role as a policy-making body. Some of these provide 
insight into the implications of territory and sovereignty in the multi-stakeholder pro-
cess.29 For example, in the context of newly emergent states and secessionist movements, 
ICANN has the power to allocate ‘country code Top Level Domains’ (ccTLD). These 
ccTLDs (.uk, .au, .cn) effectively delineate national cyberspace and also to an extent legit-
imise a sovereign space. In addition, the inequitable allocation of resources has been a 
contentious issue. Under the original protocol of IPV4, IP addresses have run out – at 
least, they have now all been allocated to registries.30 Of these IP addresses, some 74 per 
cent are allocated to the US despite the fact that China now has 538 million people online 
(only 40 per cent of their population) and the US has only 245 million (78 per cent of their 
population).31 This disparity in the distribution of what is essentially a commercial prod-
uct with implications for access and expansion situates this aspect of global Internet gov-
ernance back in a Westphalian framework.32
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ICANN and its functions are just one element of global Internet governance – as articu-
lated in De Nardis and Raymond’s recent taxonomy.33 However, it has been an important 
and contentious element and it is a site of debates that emerge from sovereign concerns 
that spill over into the discourse on multi-stakeholderism. In a move that mirrored their 
handling of commercialisation/privatisation, the US government had taken a lead on this 
aspect of global Internet governance so as to implement their vision but with the clear 
expectation that ICANN would roll over into private hands once established.34 Essentially, 
these embedded expectations of public/private cooperation and collaboration with a 
strong preference for ‘private sector leadership’ were the discursive and practical anteced-
ents to the particular form of multi-stakeholderism that we see in place today.35

The Promise of Multi-stakeholderism

The development of ideas about multi-stakeholderism as a progressive means of govern-
ance can be mapped onto a view of the world as interconnected and interdependent. The 
establishment of the UN following the Second World War, although initially focused 
explicitly on sovereign entities reflected the sentiment that fates – even of states – were 
intertwined and required some coordination at a global level. Many trace the recent 
momentum in multi-stakeholderism to the Rio Summit in 1992 at which it became une-
quivocally clear that the environmental and developmental challenges facing the planet 
were unlikely to be dealt with effectively from within a Westphalian framework.36 In this 
vein, Cammaerts suggests that multi-stakeholderism is perceived as ‘the solution to solve 
a deep crisis in the legitimacy of international (and national) political institutions’.37

More specifically, a common starting point for the emergence of multi-stakeholder 
Internet governance is the discourse that emerged from the World Summit on the 
Information Society (WSIS) process initiated by the International Telecommunications 
Union (ITU) back in the late 1990s. Prompted by the realisation that coordinating global 
telecommunications was about to become increasingly complex, the ITU – quite reason-
ably given its extensive role in global postal, radio and television coordination – pro-
posed that it would be the best situated organisation to develop emerging communications 
technologies in such a way as to promote economic, social and cultural development 
globally. The result was a two part summit – the first phase of which took place in 
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Geneva in 2003 and the second in Tunisia in 2005. One of the outcomes of this process 
was the following definition of Internet governance:

Internet governance is the development and application by governments, the private sector and 
civil society, in their respective roles, of shared principles, norms, rules, decision-making 
procedures and programmes that shape the evolution and use of the Internet.38

As well as providing a working definition for Internet governance, this statement is also 
the point of reference for multi-stakeholderism due to its specification of three distinct 
stakeholders and their ‘respective roles’.39 The strengths and advantages of a multi-
stakeholder model for global Internet governance that both underpinned this definition 
and continue to sustain the momentum for this approach are important to acknowledge 
– even while offering a critique of the power dynamics of the model.

First, multi-stakeholder governance offers the promise of more effectively recognis-
ing and accommodating the multitude of interests around this issue. The Internet impacts 
significantly on so many diverse spheres including commerce, defence, culture, personal 
communication and relations, education, and legal issues. This is not to suggest that 
systems like the environment and the economy do not – but rather that the awareness and 
perception of stakeholders is quite intense in this particular context. As a consequence of 
both the awareness of the implications of this technology as well as the competing inter-
ests, it is reasonable to expect that multiple actors should have a more direct say in how 
it is governed and controlled than would normally come about simply through govern-
ment representation of constituents in a multi-lateral or supra-national model.

In addition to its promise of wide representation, the second reason why a multi-
stakeholder model is so appealing in this particular context is that bringing a diverse 
range of actors more closely into the decision-making process allows for the optimum 
utilisation of expertise. Those closest to the ‘bleeding edge’ of this technology are able to 
offer insights and perspectives not accessible to policy makers or international bureau-
crats. It also facilitates the flexibility necessary to adapt to change, thereby maximising 
innovation and market capitalisation.

The third reason why multi-stakeholderism holds out real promise for the future of 
global Internet governance specifically and global governance more generally can be 
found in the work of Bertrand de la Chapelle who argues that this forced collaboration 
has important benefits for developing more sophisticated and nuanced conceptual 
approaches to both.40 Not only do governments have to confront the expertise of the 

 by guest on May 16, 2015mil.sagepub.comDownloaded from 

http://www.internetsociety.org/blog/2013/05/multistakeholder-cooperation-reflections-emergence-new-phraseology-international
http://mil.sagepub.com/


650	 Millennium: Journal of International Studies 43(2)

41.	 Ibid., 260.
42.	 Mark Rupert, ‘Antonio Gramsci’, in Critical Theorists and International Relations, eds Jenny 

Edkins and Nick Vaughan-Williams (Oxford: Routledge, 2009), 177.
43.	 Ibid.
44.	 Robert W. Cox, ‘Gramsci, Hegemony and International Relations: An Essay in Method’, 

Millennium: Journal of International Studies 12, no. 2 (1983): 162–75.

private sector (from which he sees a sense of legitimacy emerge), but the private sec-
tor and civil society have to acknowledge the complex policy issues that arise from 
the expansion of Internet technology. This, he says, runs ‘counter to early claims  
that the Internet made governments obsolete and that Internet-related issues should  
be the sole province of the private sector (via self-regulation) or the technical 
community’.41

Stakeholders and Power

Having established some of the background to multi-stakeholder Internet governance 
and having also explained its strengths, this section turns now to an analysis of the 
power dynamics evident in each of the three ‘stakeholders’ defined by the WSIS dec-
laration; governments, the private sector and civil society. As foreshadowed in the 
Introduction, the argument here is that rather than substantially redistributing power, 
multi-stakeholder Internet governance reinforces existing power dynamics. Gov-
ernments continue to exercise power and despite suggestions to the contrary, they benefit 
from a sense of legitimacy generated by representation of their citizens. The private 
sector also exercises power though they face considerable legitimacy challenges – but 
crucially, the private sector in this context is dominated by huge US companies that 
can serve to aggregate rather than balance US government power. Finally, civil society 
appears to exert little power in the multi-stakeholder process but it serves the purpose 
of the other two stakeholders by giving the impression of consultation without generat-
ing any significant friction. In this sense, civil society also helps to preserve the status 
quo which favours those who established and continue to promote the multi-stake-
holder model in its current form.

The concept of power at the centre of this argument is Gramsci’s work on hegemony. 
He regarded hegemony not in the sense of ‘simple dominance, based upon a preponder-
ance of coercive power or material resources’ but as a social form of power based on 
relations of consensus.42 In essence, Gramsci regarded the capacity for dominant groups 
to generate consent through the articulation of ‘a political vision, an ideology, which 
claimed to speak for all and which resonated with beliefs widely held in popular political 
culture’ as an important form of power.43 Although Gramsci’s work was predominantly 
situated in the domestic, Robert Cox extended this notion of hegemonic power to develop 
his own ideas about a reconceptualised state/society complex that brought together a 
range of actors, loci and structures. In Cox’s reading of Gramsci (and Machiavelli), the 
notion of hegemonic power could be disaggregated from specific social classes and 
applied more broadly to relations of dominance and subordination wherever they resided.44 
Through his work on power and international political economy, Cox demonstrated that 
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in large systems like economics (or Internet governance), this notion of hegemonic power 
and a ‘historic bloc’ of social forces can operate at a global level.45

This expansive view of hegemonic power relations is able to encompass the com-
plexities of state and civil society elements in global Internet governance. In her latest 
book, Marianne Franklin argues that ‘[a]s the internet and its (non)regulation becomes 
increasingly identified with discourses of multistakeholderism, posited as the antidote to 
state oppression, both corporations and “good-guy” state actors have been increasingly 
alert and proactive in controlling not only the agenda but also patrolling public debates’.46 
The following sections articulate how each of the relevant stakeholders fit within this 
Gramscian matrix of hegemonic power.

Governments

There are two primary tensions around the role of governments in multi-stakeholder 
Internet governance. The first is that if states’ interests are not closely aligned with those 
of the US which plays a dominant role, both through its oversight of ICANN and its 
general influence in international affairs, there emerges a preference for greater equity 
between states in Internet governance. In response to the Snowden leaks, Brazilian 
President Dilma Rouseff hosted an international meeting to re-evaluate global Internet 
governance. The NetMundial meeting was held in April 2014 in Sao Paulo and in her 
opening speech Rouseff argued that in this context relations must be based on equality so 
that all governments participate on an ‘equal footing’.47

The second tension around the role of governments in multi-stakeholder Internet gov-
ernance is that limiting the role of governments is regarded by some as essential for the 
health of multi-stakeholder Internet governance. This obviously meets resistance from 
states that find it difficult to promote their national interest or sense of sovereignty in 
competition with the interests of other stakeholders. Both of these tensions have power 
and legitimacy at their core and both need to be taken into account when considering the 
future of Internet governance. Ultimately though, the first tension – that states would 
prefer more equity among one another – is less controversial and less specific to Internet 
governance. Limiting government involvement relative to other stakeholders however, is 
essential to maintaining the status quo in Internet governance – an outcome that is most 
favourable to those actors that helped establish it in the first place. This section addresses 
the counter arguments to the assertion that governments should play a limited role in 
multi-stakeholder Internet governance in order to expose the power dynamics that are 
served by promoting that view.

 by guest on May 16, 2015mil.sagepub.comDownloaded from 

http://mil.sagepub.com/


652	 Millennium: Journal of International Studies 43(2)

48.	 Terry Kramer, Ambassador US Head of Delegation to the World Conference on International 
Telecommunications has stated that ‘All of the benefits and growth of the internet have come 
as a result not of government action or of intergovernmental treaty. They are an organic 
expression of consumer demand and societal needs, along with other multi-stakeholder gov-
ernance.’ Prepared remarks, Dubai, United Arab Emirates, 13 December 2012, http://www.
state.gov/e/eb/rls/rm/2012/202040.htm

49.	 Drezner, ‘The Global Governance of the Internet’.
50.	 Peng Hwa Ang, ‘The Evolution of Rules for the Internet as a Model for Internet Governance’, 

in The Power of Ideas: Internet Governance in a Global Multi-Stakeholder Environment, ed. 
Wolfgang Kleinwachter (Marketing for Deutschland GmbH, 2007), 85.

51.	 Ibid.

The dominant theme that governments should not (or cannot) be the sole arbiters of 
how the Internet is governed is based in part on the obvious technical factors that call 
for coordination between non-state actors like Internet service providers, Internet 
exchange points, telecommunications firms and Internet standards-setting bodies. In 
addition to this though, there is a persistent concern that involving states in Internet 
governance practices and processes will see the Internet mired in politics which would 
potentially undermine progress and innovation.48 There are two problems inherent in 
this assumption; first, beyond the most basic intent that the network functions in a reli-
able manner, there are many competing ideas about what constitutes a ‘good’ or ‘open’ 
or ‘secure’ Internet. For example, an Internet that is secure for the producers of intel-
lectual property is primarily of interest to those who produce it, not those who con-
sume it.49 Online privacy is important in cultures that value individual rights whereas 
personal accountability and transparency can be more important in cultures based on 
communitarian values.

This first problematic assumption leads directly to the issue of legitimate representa-
tion. In a Westphalian model of governance, states represent these varied norms and 
interests of their populations and work to promote and protect them from external influ-
ences. The emergence of global governance has opened up the space for us to reconsider 
alternative modes of representation and political organisation but there is little to indicate 
at this stage that governments have been absolved of the responsibility of protecting and 
promoting the interests of their citizens – offline as well as online. And because there is 
little that is universal in these norms and interests, Internet governance remains a politi-
cally contentious sphere. Peng Hwa Ang has argued that governments have a role to play 
because ‘rights to intellectual property, privacy and reputation would only be most effec-
tively dealt with by governments’.50 Self-help, social etiquette and technology, he argues, 
can take us only so far.51 In order to counter the power that governments might wield due 
to this representative legitimacy, opponents argue that governments themselves politicise 
these issues – rather than acknowledging that they are already politicised and govern-
ments offer representation to their population.

The second reason why limiting government involvement in global Internet governance 
needs careful thought has to do with sustainability. Thinking about multi-stakeholderism 
initially emerged from the environmental sector where one of the key incentives was to 
develop a sustainable governance model in a similarly complex and post-sovereign 
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context.52 The object was to bring all parties to the table together to seek a solution that 
would endure and not break down at the domestic level. One of the reasons why the post-
war Bretton Woods arrangement is understood to have been so enduring is because it was 
seen as more or less designed to promote national interests equally rather than overly privi-
leging one state over another.53 If governments find they are disenfranchised or disempow-
ered in terms of Internet governance, the option of ‘Internet sovereignty’ (in which the 
Internet is regarded as an extension of sovereign space rather than a global sphere) becomes 
an attractive option as demonstrated to some extent already by China and Iran. This is rep-
resented in the discourse as the threat of a ‘Balkanised’ Internet – one that simply links 
sovereign networks together. Significantly, Mueller and Wagner make the important point 
that many of the states that promote a sovereign view of the Internet in which governments 
should take the lead are newly independent and nationalism is regarded as an important 
element of building social and political cohesion.54

It is important to note that this ‘Balkanisation’ debate is not simply located in non-
Western, autocratic states. All states expect their national laws to be obeyed – even when 
it comes to the Internet. The ‘Law Enforcement Report’ issued by Vodafone in June 2014 
made this clear as it documented the extent to which it is legally obliged to hand over 
customer data to governments – many of them in the West.55 It is possible that a more 
sustainable model of multi-stakeholder Internet governance may actually be one that 
allows for competing views such as those outlined above to be articulated and dealt with 
in a way that leaves governments confident that their national interest is more or less 
equally accommodated in the arrangements.

Finally, the narrative about the need to limit government involvement in multi-stakeholder 
Internet governance does not impact on all states to the same extent. Because the US has been 
so successful in embedding its view in multi-stakeholder Internet governance practices, func-
tions and norms, it and states aligned ideologically with its ‘Internet Freedom’ approach can 
afford to promote a view of limited government involvement. Essentially, this serves to limit 
oppositional government input. This played out quite dramatically at the World Conference 
on International Telecommunications (WCIT) in December 2012.

Hosted by the ITU, this conference was intended as an opportunity to review and 
update the International Telecommunication Regulations (ITRs), which ‘serve as the 
binding global treaty designed to facilitate international interconnection and interopera-
bility of information and communication services’.56 Many developing states which tend 
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to have less privatisation in their telecoms sector and much closer ties between govern-
ment and industry would prefer to have Internet governance issues handled through an 
interstate agency like the ITU.57 There are differing views on the utility of updating the 
ITRs but in the lead up to the WCIT the US vigorously promoted the ITU initiative as a 
proposed ‘UN takeover’ of the Internet and a potential victory for authoritarian states 
that believed that some kind of supra-national Internet governance model would better 
allow them to promote their own interests. Despite the diplomatic power of the US and 
its supporters like Australia and the EU, 89 countries voted for the changes with only 55 
voting alongside the US to dispute them. The result was an impasse with the ITRs being 
put back on the shelf unrevised but the lesson was that diplomatic leveraging is very 
much a part of global Internet governance.

Attempts to limit government involvement in the multi-stakeholder process then, 
serve to preserve the status quo by actually limiting oppositional government influence 
that might promote views counter to those held by the ‘north-west’ states. Because gov-
ernments are unlikely to cede sovereign control in areas they deem central to the national 
interest, this produces concerns about sustainability of the multi-stakeholder model with 
potential for a further ‘Balkanisation’ of the Internet.

The (US) Private Sector

The private sector is clearly integral to Internet governance and as one of the three stake-
holders in the WSIS defined multi-stakeholder model, it exercises considerable power. 
Much of the Internet infrastructure is privately owned and operated – particularly in the 
West, as are online services. The elevation of the private sector in Internet governance 
was a clear agenda of the US from the beginning, as has been outlined previously in this 
article. Even in the context of ICANN with which the US government has had a complex 
and challenging relationship, the preference for a private sector led model has been con-
sistently expressed because it ‘reflect[s] the public interest, is best able to flexibly meet 
the changing needs of the Internet and of Internet users’.58 There are two key problems 
with the private sector legitimacy in global Internet governance; first, the disproportion-
ate influence of the US private sector can serve to aggregate rather than balance US state 
power due to the long-standing alignment of interests. Second, the private sector faces 
real challenges to its legitimacy due to a lack of transparency and accountability in terms 
of representation.

Mueller and Wagner outline the difficulties of constructing representative non- 
governmental ‘stakeholder groups’ for the NETmundial meeting in Brazil.59 Unlike gov-
ernments, neither the business community nor civil society has the ‘well-designed insti-
tutions or procedures’ necessary for appointing representatives that would be regarded 
globally as legitimate.60 In this vacuum, the International Chamber of Commerce’s 
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Business Allied to Support the Information Society (ICC BASIS) proposed five business 
representatives for the 1Net coordinating committee – all of whom were ‘Americans 
working for US companies (Facebook, Google, Microsoft, 21st Century Fox, and an 
ICANN consultant)’.61 This clearly is not representative of smaller firms or non-western 
firms. There is an implicit suggestion of legitimacy of these US multi-nationals based on 
market share and global reach. However, even if those were accepted criteria for legiti-
mate representation in multi-stakeholder Internet governance, questions arise about why 
we see so few (if any) representatives from Chinese firms like Huawei, Baidu or TenCent 
engaged in these practices.

The interests of these large US corporations and the US government are aligned 
through what Stephen Gill has termed ‘disciplinary neoliberalism’.62 In a 1995 article in 
this journal, Gill described the way in which discourses about governance that emphasise 
‘efficiency, welfare, and freedom of the market’ actually produce hierarchies that privi-
lege corporate capital.63 Mobilising the private sector to drive Internet growth was a 
proxy for US national interest and it continues to be. Or at least, it is so closely aligned 
as to produce relatively little tension between these stakeholders. From the US private 
sector’s perspective, strong relations with the US government on Internet governance has 
worked advantageously. Despite the US government emphasis on Internet Freedom, the 
US private sector has arguably done more to ‘Balkanise’ the Internet than any other actor 
through the promotion and enforcement of digital rights management and it has been 
able to rely upon US government support throughout. The overlay of a sovereign map on 
top of the Internet has most effectively been established through a combination of loca-
tion based services, intrusive software applications that exploit user privacy in return for 
services and the promotion of international norms that allow for the control of informa-
tion on commercial but not cultural or political grounds. This ‘re-territorialisation’ of the 
Internet has worked very much in the favour of the US private sector (and the intelli-
gence community).

In the context of these mutually reinforcing interests and synergistic power dynamics, 
questions remain about how the private sector (US or global) generate legitimacy in 
multi-stakeholder Internet governance. Unelected, lacking in transparency and account-
ability (except to their shareholders), the private sector prefers, find Padovani and Pavan, 
‘non-publicly accessible ways to conduct their business in the Internet governance con-
text, and are therefore not interested in the democratic potential of multi-stakeholder 
practice’.64 Instead, the sector derives legitimacy in the context of Internet governance 
from two alternative sources; from its ‘expertise’ which has been discussed already as a 
positive attribute of the multi-stakeholder model, and also from its discursive alignment 
with civil society interests.

Despite the concerning privacy breaches built into the business model of free online 
applications and services, the private sector works hard to promote a discourse about its 
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capacity and desire to reinforce the wants and needs of civil society – especially in the 
face of government heavy handedness. This has been an essential element of the private 
sector’s legitimacy but it is a flimsy platform. Prior to the Snowden leaks that revealed 
the extent to which the US intelligence community relied upon personal data gathered by 
these US information firms, a number of private sector organisations established the 
Global Network Initiative (GNI) specifically for the purpose of supporting one another 
to deal with government requests of information on their clients.65 In a post-Snowden 
world though, the GNI would appear to have been conceived to address information 
requests by non-Western governments as it appeared to have little impact on the (still 
unclear) collaboration of the private sector and the US intelligence community on the 
Prism project. Recent revelations about Facebook secretly manipulating the news feeds 
of 700,000 customers for a research project further undermines this narrative of private 
sector and civil society alignment.66

These legitimacy challenges and the mechanisms that the private sector use to miti-
gate them, combined with the synergy between the dominant US private sector and the 
US government serve to aggregate rather than balance or counter power in the multi-
stakeholder process. The final stakeholder to be considered is civil society.

Civil Society

Looking at the taxonomy of Internet governance functions produced by DeNardis and 
Raymond, civil society is notably absent. Within the six functional areas they have iden-
tified and the 44 specific tasks within those functions, civil society is not the primary 
institutional actor for any of them which suggest that it has a role distinct from either 
government or the private sector.67 In an analysis of power dynamics in multi- 
stakeholder Internet governance, civil society appears to be the least influential stake-
holder despite its equal billing in the WSIS definition. This section argues that power is 
virtually indiscernible in civil society participation in the multi-stakeholder process. This 
is due in part to legitimacy challenges that arise from the difficulties of coordination and 
representation. However, this inefficiency and consequent powerlessness is an important 
element of the overall power dynamics in multi-stakeholderism. Essentially, it allows the 
other two stakeholders to acknowledge the validity of civil society input and obtain ‘the 
endorsement of civil society-based organizations’ without having to contend with them 
in any significant way.68

Jan Aart Scholte has studied civil society in global governance extensively – particu-
larly in the global financial sector. He argues that there is an accountability deficit in 
many contemporary global governance arrangements due to a lack of adequate oversight 
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of increasingly powerful institutions and actors like UN agencies, multilateral financial 
institutions and regulatory bodies.69 This accountability deficit has in part prompted the 
rise of civil society organisations intent on bringing ‘greater public control to global 
governance’.70 In multi-stakeholder Internet governance, this promise of providing over-
sight and accountability to the other stakeholders is coupled with a normative agenda of 
promoting values like human rights, a free and open Internet, equal access and net neu-
trality. Civil society, not driven by pecuniary gain or public office focuses instead on 
enhancing the rule making undertaken by other stakeholders. Despite even this relatively 
constrained role in the multi-stakeholder process, civil society suffers from legitimacy 
challenges due to the difficulty of representing wide and diverse views and also due to 
the lack of oversight and accountability within civil society itself.

The diversity of views that could be represented by civil society in multi-stakeholder 
Internet governance is less than the reality due in part to the problems of participation. 
Attendance at international meetings is expensive and beyond the reach of all but the well-
funded who tend to work for NGOs that promote a particular agenda. Very often this is a 
human rights agenda – an important and desirable one, but as contentious in an online 
context as it is offline. For example, in preparation for the NetMundial meeting, one aggre-
gate group – Best Bits, coordinated a planning meeting for over 90 civil society groups that 
would have input into the dialogue and process.71 These groups and individuals represented 
a broad spectrum of interests but many of them fell into human rights, freedom of informa-
tion, intellectual property and/or privacy categories. Of 60 organisations participating, 
more than two-thirds were from the West or Brazil, where the meeting was hosted. Many 
of the remainder were non-western chapters of western-funded NGOs. Although there is a 
growing literature on the important role that civil society is playing in Chinese Internet 
politics – particularly in the oversight and accountability sense that Scholte would anticipate 
– there is little representation of these views, values or approaches in the established multi-
stakeholder dialogue about civil society.72

These problems of participation and representation have led to suggestions that we are 
witnessing the emergence of a ‘global civil society elite’.73 Civil society in this view is a 
small group of people who feel strongly enough to get involved and who are funded to 
do so. This is a concern reflected in a recent Internet Society poll that found that almost 
75 per cent of respondents agree or strongly agree that inclusiveness is an area requiring 
more attention. Specifically ‘increased participation of actors from developing coun-
tries’, ‘funding solutions (especially for civil society representatives)’, and ‘focus on end 
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users of the Internet’.74 Mueller has observed the fine line between ‘the openness, diver-
sity, and informality that are the hallmarks of civil society, and … the need for formal 
mechanisms for representation and decision making to be effective in governance pro-
cesses’.75 This is a broader challenge for civil society representation in global govern-
ance but it has specific implications for power in the multi-stakeholder model.

Although these dominant civil society groups do not always promote policies that are 
perfectly aligned with US interests, where they do not, their influence is so minimal as 
not to generate any significant friction for maintaining the status quo. One of the key 
issues that civil society groups chose to focus on at NetMundial was network neutrality 
– a complex and indistinct problem around managing data flows. Opinions on this issue 
are deeply divided but despite their emphasis on it, civil society actors at NetMundial felt 
they were unable to make any headway on net neutrality at all.76

Civil society is – or should be, important to global Internet governance for a number 
of reasons. Its capacity to provide oversight and also to promote the interests of human 
beings over business and governments is certainly desirable. However, the legitimacy 
challenges that stem from a lack of accountability, a lack of a clear constituency and poor 
representation limit the power of civil society in the multi-stakeholder process. Perhaps 
of most concern is the way in which their involvement in multi-stakeholderism serves to 
placate calls for greater attention to the interests of human beings while not effectively 
curbing the power exercised by other stakeholders.

Conclusion

Laura DeNardis argues that the decentralised and diverse nature of multi-stakeholder 
Internet governance is its strength and indeed, she regards it as a major factor in the ‘resil-
ience, stability and adaptability of the Internet’.77 Certainly the multi-stakeholder model 
offers a lot of benefits both in this specific issue area and arguably, more broadly for other 
global governance issues. It is equally important, however, to critically analyse its weak-
nesses as it is to celebrate its promise. One of the fundamental problems with the current 
arrangements is that rather than disperse power to a wide range of actors, multi- 
stakeholderism reinforces existing power dynamics that have been ‘baked in’ to the model 
from the beginning. It privileges north-western governments, particularly the US, as well 
as the US private sector. With the vast majority of Internet users still to come online resid-
ing in North and South-East Asia, greater respect for diverse voices and approaches to 
Internet governance will be essential to sustaining the success of the past 25 years.

Internet governance encompasses so many factors both material and deeply ideational 
that debates about it are difficult to conduct with clarity. It forces decisions and approaches 
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on issues that are divisive in the extreme at a civil society level as well as an elite level. 
While some aspects of Internet governance are a matter of technical coordination that 
present low barriers to cooperation, there are many other aspects that have political, com-
mercial, legal and cultural implications. Acknowledging the deeply political side of 
Internet governance is unavoidable and so is recognising that governments will continue 
to expect to promote their national interest in this context. A much broader cross-section 
of private sector actors needs to be empowered in the process and, perhaps most cru-
cially, a role for civil society that is representative and can make a meaningful contribu-
tion needs to be developed. In the words of Thomas Reiss and Rorden Wilkinson, ‘[e]
verything is globalized – that is, everything except politics’.78
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